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Abstract

Thens-2is awidely usednetwork simulationtool whichimple-

mentsafairly old andweakrandomnumbergenerato(RNG).

As the RNG componenis usedby a variety of othercompo-
nents,it canbe seenasone of the mostimportantcore com-

ponentsof the ns-2. In this paperwe explore weaknessesf

this RNG and demonstratéts shortcomingsn context with a

simple simulationexample (M/D/1) which producesseverely
wrong simulationresultswhenthis RNG is usedin combina-
tion with specificseedsWe incorporatehe modernMersenne
Twister RNG into the ns-2 and shav how the insensitvity

of this RNG regardingto the initial seeddeadsto significant
improvementsn the simulationoutputsandthat this modern
RNG hasno bad effects with respectto the performanceof

randomnumbergeneration.

1 INTRODUCTION

Thens-2[18] is avery popularnetwork simulationtool. Its
developmentbeganin 1989 and was fundedby DARPA and
NFS. Currently the ns-2is usedby about600 institutesin 50
countries. As the ns-2is an open-sourceroject it is easyto
integratenew component®r alter currentimplementation®f
componentsvithin the object-orientedarchitectureof ns-2.

The ns-2randomnumbergenerato(RNG) componenim-
plementghewell-known “minimal standard’generatorwhich
was originally suggestedor the IBM System/36(by Lewis,
GoodmanandMiller in 1969[13]. It wasexaminedin more
detail in Park and Miller [20] andfurther on in several other
studieson randomnumbergeneration.

This generatoris a multiplicative linear congruentialtype
[7, 11, 19] which producegseudorandonintegersvia there-

*Thiswork is partly fundedby the EU IST projectAQUILA.

cursion

Xp=a-Xp—1 (modm), n>1 Q)

with multiplier a = 7° = 16807, modulusm = 231 — 1 =
2147483647andseedl < Xp < m. The periodlengthof this
recursionequalsp = m— 1. Uniform pseudorandomumbers
in [0,1) are derived by the transformationu, = x,/m, non-
uniform distributionsby differenttransformatiormethodd4].

Generatorof this type have widely beenusedand actual
implementationsireavailablefrom the Internet.See[1, 7, 10,
11, 14, 20, 21] andthe Internetfor referencesempiricaltests
andimplementationsn free and commercialsoftware, asfor
example ResamplingStats (www. r esanpl e. con), Numerical
Recipes(www. nr. conj, the mathematicakoftware MATLAB
(www. mat hwor ks. con), the IMSL Libraries,or the simulation
software ACSL (www. nga. con), SIMAN/Arena, SlamIl and
AweSim(ww. prit sker. con).

In this papemwe demonstratémportantshortcoming®f this
RNG. In the following sectionsomebasicpropertiesof this
RNG are described. We explore the problemof correlations
whenwrong seedsareusedto producedifferentrandomnum-
berstreams.In Section3 we usesimplesimulationexamples
to exhibit the effectsof thesecorrelationdn practiceandshav
thatthe currentRNG implementatiorof ns-2canleadto im-
petuouslywrong simulationresults. Section4 describehowv
theintegrationof amoremodernandrobustgeneratointo ns-
2 cansignificantly improve the simulationresultsand shavs
a performancecomparisonbetweenthe original and the new
RNG. Section5 concludeghe paper

2 SHORTCOMINGSOF THE RNG COMPO-
NENT OF NS-2

The RNG componenbf ns-2is usedby a variety of other
component®f ns-2,e.g. by componentslealingwith thegen-
erationof randomvariablesof differentkinds (uniform, ex-
ponential,pareto,normal, lognormal, hyperexponential,...),
the generationof synthetictraffic (exponential,pareto,web-
like, real-audio-lile, ...), the dropping/markingnechanismef
aRED queue therandommovementof a wirelessnodeor the



errormodelsof alink. The RNG componentanthereforebe
seenas one of the mostimportantcore componentof ns-2
which mary othercomponentsely on.

ThecurrentRNG componentmplementsaratherold mech-
anismfor the generatiorof randomnumbershencemary ba-
sic propertiesof thisRNG arewell known. A first shortcoming
probablyis the periodof p = 231 — 2 whichis far too shortfor
currentapplicationsgspeciallywhenparallelstreamsareused
in simulations.Suchparallelstreamsareoftenneededn ns-2
simulations.e.g.for multiple traffic streamsor sener queues.
The generatiorof differentrandomnumberstreamss usually
realizedby applyingdifferentseeds¢.

A closerlook at the seedingsggmentwithin the ns-2RNG
source-codeng. cc exhibits thefollowing comments:

iy
1

NEEDSWORK: shoul d be a way to set seed to
PRDEF_SEED_SOURCE

1
1

NEEDSWORK: shoul d we throw out known bad seeds?
(are there any?)

Toss away the first few values of heuristic seed.
In practice this makes sequential heuristic seeds
generate different first val ues.

How many val ues to throw away shoul d be the subject
of careful analysis. Until then, | just throw away
‘‘a bunch’’. --johnh

iy
1
1
iy
iy
1

Thesecommentsndicatethatin the currentimplementation
of theRNG componentheseedingprocedurds insecurelyim-
plemented Especiallythe questiont‘are thereary badseeds?”
canbeansweredight away with yes!

Hereis asimpleexample:supposéwo stream®f uniformly
distributed randomnumbersshould be generatedusing this
RNG. A naive usermay simply apply the seeds«; = 1 and
Xo,2 = 2 toinitialize thesetwo streams¢,j, N > 0,i = 1,2. The
recursion(1) easilyleadsto

Xni=a"-Xo; (modm) n>1,i=12 @)

If onewantsto analyzecorrelationdbetweerthesestreamsthe

vectors, := (Xn,1,%n,2), N > 1, which equal
an=a"-(1,2) (modm) (3)

haveto be studied.Sincea” (modm),n > 1 cyclesall numbers
in {1,2,...m— 1}, the vectorsabove are containedn the set
{n-(1,2) (modm) : 1< n<m-1}. Thereforethenormal-
ized vectorsty, := X,/m,n > 1 are situatedin a lattice struc-
turein the unit square{0,1)? consistingof two lines only, see
Fig. 1. A similarobsenationcanbemadewith alargernumber
of differentstreamgyeneratedavith seedsq; =i, i > 1; e.g.for

Figure 1. Correlationsbetweentwo and three different streamsof
randomnumbergeneratedy thens-2RNG

i =1,2,3therightplotin Fig. 1 shavsthecorrespondingtruc-
tureproduceddy thevectorsX, = (Xn,1,%n,2,%n,3) € {n-(1,2,3)
(modm) : 1<n<m-1}.

The graphicsin Fig. 1 exhibit strongcorrelationsbetween
the streamabtainedfrom thesesimpleseeds With “real” in-
dependentandomnumberstreams suchvectorsshould ob-
viously produceno regular structures.In the next sectionwe
will shaw thatsuchstreamgesultin badempiricalresultsin a
simplesimulationexample.

But not only thesesimpleseedsproducestronglycorrelated
streamsof randomnumbers. Thereare mary possibleseed
combinationswhere the correspondingstreamsare strongly
correlated Furthersimpleexamplesareseeds«j = k-i,i > 1,
k € Z, or all combinationsof seedsconsistingof very small
numberslf specialseedsareused sothatthefull periodof the
RNG is dividedinto large blocks,andif eachof theseblocks
will beusedasa singlestreamof randomnumbers,thestrong
correlationswill appearaswell. This propertyis well known
as long-rangecorrelation$ of linear random numbers, see
[2, 3, 5, 6, 15] andthereferencegivenin there. As an exam-
ple, theseedst1 =1, Xp» = 634005911x03 = 1513477735
divide the periodof this RNG into threeblocksof lengthp/3.
Fig. 2 visualizesthe vectors(xn 1, %n,2, Xn,3), N > 1 which are
seedeavith thethreevaluegustdescribec&ndagainaconspic-
uousstructurds visible. Thevectorsaresituatedontwo hyper
planesn thethree-dimensionalnit cube(left graphics) When
for exampleexponentiallydistributedrandomnumberstreams
insteadof uniformly distributed onesare producedthe same
vectorsexhibit the structurein theright graphics in Fig. 2.

The quality of linear randomnumbergeneratorsand their
parallelizationhastheoreticallyand empirically beenstudied
in detail. For anovervien andreferenceseethe surweys con-
tainedin [7, 8,11, 12, 19].

1Thetermlong-rangecorrelationamay be slightly misleadingsinceit also
appearsn thetheoryof stochastigrocessesln our contet it refersto ageo-
metricpropertyof linearrandomnumbergenerators.

2Theaverageof eachexponentiarandomnumberstreamwassetto 0.1.



Figure 2. Correlationsbetweerthreeuniform streamgleft plot) and
threeexponentialstreamgright plot) generatedby thens-2RNG

3 SIMPLE SIMULATION EXAMPLES

Althoughtherecouldbemary possibletopologiesandsitua-
tionswherecorrelationsdbetweerdifferentRNG objectscould
leadto wrong simulationresults,a very simple examplewas
chosenfor examinationsof the ns-2 RNG. The intention of
this wasto highlight that the bad effects of the currentRNG
implementatiorof the ns-2alreadymanifestin simplesimula-
tion scenariosaandthat complex simulationtopologiesare not
neededo producewrongsimulationresults.

For the examinationof shortcomingof the ns-2 RNG the
simulation topology shavn in Fig. 3 was chosen. Traffic
streamf 5 exponentiatraffic generatorgExpo 1 to Expo 5)
areaggreatedat Node 1. Theoutputinterfaceof Node 1 to
Node 2 is configuredwith aDrop Tail queueof size1000pack-
ets. Thetwo nodesNode 1 andNode 2 areconnectedhrough
alink with a capacityof 1Mbps

Expo 3

Figure 3. Simplesimulationtopology

1 Mbps
Node 2

Drop Tail Queue
Size: 1000 Packets

Fig. 4 shavs the model of the usedexponentialtraffic gen-
eratorcomponenbf ns-2. Theimplementatiorof this compo-
nentcanbefoundin the ns-2source-coddile expoo. cc. The
exponentialtraffic generatois embeddedn the ns-2architec-
tureasthecomponentppl i cati on/ Traf fi ¢/ Exponenti al .

Theexponentiatraffic generatorllowsto setthemeanof an
exponentiallydistributed ON-intenal andthe meanof an ex-

ON OFF

it

Figure 4. Model of theexponentialtraffic generatoof ns-2

ponentiallydistributed OFF-intenal. During the ON-intenal,
constantbit rate (CBR) traffic with userdefinable“internal”
rate’ and paclet sizeis generated.For the following simula-
tions,eachof theexponentiatraffic generator&xpo 1 toExpo
5 hadthesameparametesettings.In orderto comparehesim-
ulationmodelto thewell-known M/D/1 model,the parameters
of the exponentialtraffic generatorsvere setto the following
values.

During eachON-intenal only 1 paclet of size 1000Bytes
wasgeneratedThe “internal” ratewassetto 100Gbps, there-
fore the “internal” transmissiontime for handing over one
paclet to the nodeis t; = ?888%‘;53 = 0.08us The meanof
the exponentially distributed OFF-intenal was setto 41ms
which is 512500timesthe value of ti;. Therefore ti canbe
disregarded for the calculationof the averagearrival rate A
of onetraffic flow. Consideringthis simplification, eachtraf-
fic flow of Expo 1 to Expo 5 canbe seenasa Markov Pro-
cesswith an averagearrival rate of A = 1Padd _ 8000Bits _
0.195Mbps When aggregating Markov Processestheir av-
eragearrival ratesmay simply be addedto get the average
arrival rate of the aggreyated Markov Process. Therefore
the aggregatedMarkov Processhasan averagearrival rate of
Asum=5-A = 18?;‘?”‘5 = 0.976Mbpsat the outboundinterface
of Node 1. Thelink betweerNode 1andNode 2 hasaservice
rateof p= 1Mbps In combinationwith pacletsof fixed size
(1000Bytes anda queueof size1000padkets, Node 1 canbe
seenmasa M/D/1/1001queuingsystemwith a utilization factor
of p = aum — S5HIRPE — 0,976,

Referringto the theoreticalM/D/1 modelin [9], the mean
queuedengthg calculatesas

p p2

1-p 2-(1-p)

Consideringa M/D/1 queuingsystemwith a utilization fac-
tor of p = 0.976, the queueof sucha systemwould therefore

(4)

q:

3This rateis not therateof a realtraffic flow on alink, asthe exponential
traffic generatois directly attachedo a node. It is just a mathematicalalue
to calculatethe averagenumberof pacletsduringan ON-intenal.

4The CDF of exponentiallydistributed arrivals with A = 1P3%& shqys a
valueof 1.951- 10~ for aninterarrival time of 0.08ps which meanshatthe
probability of inter-arrival times< t;; is negligible. Thereforethe error of not
being able to generatesuch small inter-arrival times becauseof the chosen
paclet sizemaybedisregarded.




have anaveragdengthof g = 20.488padkets.

Regardingthe simulations,eachexponentialtraffic genera-
tor usedits own RNG object. Differentsetsof seedsvereused
for seedinghe 5 RNG objects. For eachsimulation,the aver
agequeuelengthq was calculated. The simulationtime was
setto 7200s, which is 878049timesthe averageinter-arrival
time of 8.2msbetweenwo paclketsof the aggregatedMarkov
ProcessTable 1 shavs theresultsof the simulationsusingthe
original RNG componenbf ns-2. Thecorrespondingeedsets
aregivenin thetableaswell. Notethatthoseseedsetswhich
resultin strongcorrelationsamongthe differentrandomnum-
ber streamsvhenusinga minimal standardRNG aredenoted
as“bad” seedswhereasthoseseedsetswhich are supposed
notto producecorrelatedstreamsaredenotedas“good” seeds.
A Kruskal-Wallis hypothesigest[10] for homogeneityof the
distributions of the queuelengths of all four simulationsre-
sultsin a p-valueof 0.00219and thereforeshaws significant
differencesof the four distributions. The Kruskal-Wallis chi-
squarestatisticis T = 14.599,whichis greateithanthecritical
value11.345=x3, 4. Therefore the null hypothesisof ho-
mogeneityof the four distributions must be rejectedat level
o = 0.01. Fig. 5 shavs the CDFsof the queuelengthsat the
outboundinterfaceof Node 1 for the differentsimulationsus-
ing the original RNG componenbf ns-2. As canbe seenthe
CDFsobtainedby usingseedsets2 and4 (the“bad” seedsets)
differ significantlyfrom the CDFsobtainedby usingseedsets
1 and3 (the “good” seedsets)which shav a similar progres-
sion. It is to mentionthatthe unavareusermight not consider
using different RNG objectsfor the differenttraffic streams.
By default, the userdoesnt have to careaboutrandomnumber
generationand thereforemay setup the simulationtopology
without configuringarny RNG objects.In this casethe default
RNG objecf is usedto generateall necessaryandomnum-
berd. Beingunawareof differentRNG objects,a simulation
of the shawvn topologywould resultin anaveragegueudength
of g = 20.997usingtheoriginal RNGimplementatiorof ns-2.

4 A MODERN GENERATOR

The Mersennelwister[16] is anup-to-dataandomnumber
generatar It is to statethat thereare other moderntypes of
RNGsavailable,for examplesse€12] andthereferencegiven
in there. The MersenneTwister (MT) was chosensincethis

5The distribution of the queuelengthof a single simulationrun was as-
certainedby calculatingthe probability of eachindividual queuelength, mul-
tiplying this value by the accordinggueuelength and scalingthe resultby a
multiplicationusingthe total numberof determinedjueudengths.

6This default RNG objectis initiated whenns-2is startedandit is seeded
with thevaluel.

“Hence asonly onerandomnumberstreamsenesall requestsor random
numbersno badeffectscauseddy correlationsbetweerseveral randomnum-
berstreamsanappeaiin this scenario.

8Consideringhatall othersimulationparameterarekeptunmodified.

Original RNG

T T
seed set 1
seed set 2
seed set 3
seed set 4

1 1 1 1 1
100 120 140 160 180
queue length

L L L L
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Original RNG

"~ seed set 1
seed set 2
seed set 3
seed set 4

ool ‘ ‘ ‘ ‘
20 80 100 120 140
queue length

4‘0 (;O 160
Figure 5. CDFsof the queuelengthswhenusingthe original RNG
componenbdf ns-2in combinationwith differentseedsets(the lower
plot shavs anenlagedview)

generatoris very fast, hasa hugeperiod (21°°%7— 1) and is
known to be theoreticallyandempirically well tested.Source
codeof the MT RNG for sereral programminglanguagess
freely availableat the MersenneTwisterhomepage[17]. For
theintegrationof theMT RNG into thens-2RNG component,
the standardMT c-codes(m 19937i nt. ¢ andnt 19937- 2. ¢)
wereused. Thetwo ns-2source-coddilesrng. h andr ng. cc
werealteredin suchaway thatfor the calculationof unsigned
integersuniformly distributedamong0to 232 — 1 aswell asfor
the calculationof real numbersuniformly distributed on the
[0,1)-interval the nev MT codewas used. After modifying
therng. h andr ng. cc files, the ns-2hasto be recompiledby
usingthe make command. The outputsof thenev MT RNG

9Theauthorswould like to mentionthatpossiblynotall cross-linkagese-
tweenthe nev MT RNG componentand the other componentof the ns-2
have beendetectedandthereforea tidy integration of the MT RNG compo-
nentshouldbe doneby the ns-2developmenteam.Concerninghesimulation
studiesn this paperall necessarynodificationgo integratetheMT RNG have
carefullybeenexaminedandarelimited to thetwo source-codélesr ng. h and
rng. cc.



Table 1. Resultsof simulationsusingthe original RNG componenbf ns-2

Simulation
RNG RNG RNG RNG
seedsetl seedset2 seedset3 seedset4
('good’ seeds) | (‘bad’ seeds) ('good’ seeds) | (‘bad’ seeds)
seedl 1973272912 1 934100682 1
seed? 1822174485 2 558746720 634005912
seed3 1998078925 3 2081634991 634005911
seedd 678622600 4 144443207 2147483646
seedd 999157082 5 513791680 151347773
| q [ 19.451 | 24.288 [ 19.374 [ 17.573 |

componentbf ns-2 were verified using the referenceoutputs
publishedatthe MersenneTwisterhomepage.

Table2 shavs the simulationresultswhenapplyingthe new
MT RNG componento thens-2. Thesameseedsetsasfor the
original RNG wereused. Notethata MT RNG is insensitve
to differentinitial seedsandthereforearbitrary seedamay be
applied.

Thehypothesi®f homogeneityf thedifferentqueudength
distributions of the four simulationswas confirmed by the
Kruskal-Wallis testwhich calculateda p-valueof 0.76088and
aKruskal-Wallis chi-squarestatisticof T = 1.167.

Fig. 6 shavs the CDFsof the queudengthsat the outbound
interfaceof Node 1 for thedifferentsimulationsusingthe MT
RNG componenwithin ns-2.1n contrasto the CDFsobtained
with theoriginal RNG componenbf ns-2the CDFswhich re-
sult by usingthe newv MT RNG componentall shov a very
similar progressiorindependenbf the usedseedsets. There-
fore no seedsetneedso be denotedas“bad” seedsor “good”
seeds.

In orderto seetheinfluenceof the MT RNG with regardto
the speedof randomnumbergeneration,a performanceest
betweenthe original RNG and the MT RNG was executed.
EachRNG wasincorporatednto ns-2asthe RNG component
andthenat cl -script was usedto producea certainamount
of randomnumberson the [0, 1)-interval using one streamof
randomnumbers Eachtestwasrepeated® timesandthemean
time for the generatiorof therandomnumbersvascalculated.
Table3 shavstheresultsof theperformanceest. It canbeseen
thatbothRNGstake aboutthe sameamountof time to produce

their randomnumbersif they areembeddedn ns-2andif the Figure 6. CDFs of the queuelengthswhen using the Mersenne

generanmf randomnumbergs ControlledV|a at Cl _Scrlpt Twister RNG COmpOnenl\Nithin ns-2in combinationwith different
seedsets(thelower plot shavs anenlagedview)

By increasinghe amountof numbergo be generatedthe MT
RNG performsslightly better Thetestswereperformedon an
unstresse®Cworking with SUSE7.1 Linux operatingsystem
in consolemode,anintel Celeron550MHz CPUand128MB
of RAM.

CDF

CDF
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Table 2. Resultsof simulationsusingthe Mersennéelwister RNG componentvithin ns-2

Simulation
MT RNG MT RNG MT RNG MT RNG
seedsetl seedset2 seedset3 seedset4
seedl 1973272912 1 934100682 1
seed? 1822174485 2 558746720 634005912
seed3 1998078925 3 2081634991 634005911
seedd 678622600 4 144443207 2147483646
seedb 999157082 5 513791680 151347773
| o] || 20.259 | 21.227 || 20.120 | 19.803 |
References

Table 3. Performancecomparisonof original RNG and Mersenne
TwisterRNG whenembeddedh ns-2

Amountof numbers
OriginalRNG | MT RNG
Time [ms] Time [ms]
215 =32768 2700 2631
2'° = 65536 5366 5257
217 =131072 10744 10470
218 = 262144 21231 20970
2'9=1524288 || 43254 42020
2°0=1048576 86458 84499
2°1=2097152 172681 167480

5 CONCLUSIONS

Todaysrapiddevelopmenbf new protocolsandmechanisms
in theworld of networking makesit essentiato studytheirin-
teractionsand effects by the meansof simulationbeforeim-
plementingthemin the real world. Simulationtools can be
of greathelp for a betterunderstandingndfor testingthose
mechanismsn a variety of different possibleervironments.
Of coursesimulationtools are only helpful if one can trust
their outputs. In this paperwe have examinedthe RNG of
the widely usednetwork simulator ns-2 and shoved severe
weaknessesWe have showvn that the currentlyimplemented
RNG canleadto significantly wrong simulationresultseven
whenavery simplesimulationscenarids used.By integrating
the modernMersenneTwister RNG we shaved that the de-
ploymentof this RNG producesorrectsimulationresultsand
thereforeit is necessaryo incorporatea robust RNG into the
importantnetwork simulationtool ns-2.
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