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We apply a simple queuing-experiment using parallel streams of ran-
dom numbers to exhibit shortcomings of the OMNeT++ random number
generator. As an improvement we implement a more modern generator
which supports parallel streams. In addition we tested the behavior of
parallel streams of the generators with stringent statistical tests for ran-
dom numbers.

1 Introduction

OMNeT++ [1] is an object-oriented discrete event simulation system based
on C++. It is primarily designed to simulate computer networks, multi-
processors and other distributed systems. The basic development of QM-
NeT++ began at the Technical University of Budapest (BME) in 1992. Cur-
rently, OMNeT++ is being used by dozens of universities and companies as
a research tool, for validating hardware and protocol designs, and for perfor-
mance evaluations. OMNeT++ is a non-commercial, open-source project. It is
easy to integrate new components or alter current implementations of compo-
nents within its object-oriented architecture. OMNeT++ has been extended
to support parallel stochastic discrete event simulation. Several synchroniza-
tion mechanisms can be used. One suitable synchronization mechanism is the
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statistical synchronization, for which OMNeT++ provides explicit support.
Further details on this issue can be found in the OMNeT++ on-line manual
[1].

In the present paper we apply a simple queuing-experiment using parallel
streams of random numbers to exhibit important shortcomings of the OM-
NeT++ random number generator (RNG). As an improvement we implement
a more modern RNG which supports well tested parallel streams. The fol-
lowing two sections contain a description and the properties of these RNGs.
The simulation experiments and the corresponding results are described in
Sections 4 and 5. In Section 6 we have additionally tested the RNGs using
strong statistical tests. Such random number tests provide powerful methods
to protect against unwanted behavior in simulations.

2 OMNeT++ Random Number Generator

OMNeT++ implements the well-known “minimal standard” generator, which
was originally suggested for the IBM System/360 by Lewis, Goodman and
Miller in 1969 [2]. It was examined in more detail in Park and Miller [3] and
further on in several other studies on random number generation. We will
denote this RNG as ran0.

This generator is a multiplicative linear congruential type [4, 5, 6, 7, 8]
which produces pseudorandom integers via the recursion

Tn=a-Zp—1 (modm), n>1, (1)

with multiplier a = 7% = 16807, modulus m = 23! — 1 = 2147483647, and seed
1 < zyp < m. The period length of this recursion equals p = m — 1. Uniform
pseudorandom numbers in [0,1) are derived by transformation u, = z,/m,
non-uniform distributions by different transformation methods [9].

This particular generator has widely been used and actual implementa-
tions are available from the Internet. See [10, 4, 5, 6, 7, 11, 12, 13, 3] for
references, empirical tests and implementations in free and commercial soft-
ware. The following online resources contain related material: Resampling
Stats (www.resample.com), Numerical Recipes (www.nr.com), the mathemat-
ical software MATLAB (www.mathworks. com), the IMSL Libraries, or the sim-
ulation software ACSL (www.acslsim.com), SIMAN/Arena, Slam II, AweSim
(www.pritsker.com) and the Network Simulator ns-2 (www.isi.edu/nsnam/).

A first problem of ranOis the period length p = 23! — 2 which is far too
short for actual simulations, especially when several parallel streams of random
numbers are applied.
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Figure 1: Correlations between two and three different streams of random
numbers generated by the OMNeT++ RNG.

The standard OMNeT++ implementation provides 32 RNG objects, each
stream with an initial seed g = 1 by default. The user is asked to previ-
ously initialize the streams with certain seeds, otherwise equal random number
streams will be generated from each object.

One has to be very careful when manually seeding parallel streams. For
example, using the seeds z; 0 = 4, 1 = 1,2,... k would result in the following k
random number streams which are heavily correlated

Tin=a" 2,0 (modm) n>0, 1<i<k. (2)
These correlations can easily be shown from the vectors
Tn = (T1m, T2, -, Tjn) =a" - (1,2,...,7) (modm), j<k, n>0. (3)

Since a" (mod m),n > 1 cycles all numbers in {1,2,...m — 1}, the vectors
above are contained in the set {n - (1,2,...,j) (modm) : 1 <n <m—1}
Therefore the normalized vectors i, := Z,/m,n > 1 are situated in a lattice
structure in the unit square [0, 1)? consisting of a few lines only, see Figure 1.

In the following section we will show that such correlations can result in
completely biased results even in simple OMNeT++ simulation examples.

Unfortunately not only simple seeding procedures produce strongly corre-
lated streams of random numbers. There are many possible seed combinations
where the corresponding streams are heavily correlated. Further examples are
seeds z;0 = k-4, 4 > 1, k € Z, or all combinations of seeds consisting of very
small numbers.
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In [14] an analysis of so-called long range correlations between parallel
streams from the minimal standard RNG was performed. If special seeds are
used, so that the full period of the RNG is divided into large blocks, and if each
of these blocks will be used as a single stream of random numbers,then strong
correlations will appear as well. This property is well known as long-range
correlations! of linear random numbers, see [15, 16, 14] and the references
given there. As an example, Seed Set 4 in Table 1 divides the period p into 5
large blocks.

The quality of linear random number generators and their parallelization
has theoretically and empirically been studied in detail. For an overview and
references see the surveys contained in [4, 17, 7, 11, 8].

3 A Modern Generator

A modern object-oriented RNG which supports well-tested parallel streams of
random numbers was implemented by L’Ecuyer et al. [12]. The source-code
of this RNG can easily be included in OMNeT++ simulations. The provided
C++ files, which implement the class RngStream, have to be included in the
same directory where all the other files for the simulations are contained.
For our simulations, the RNG objects were invoked by the generator objects.
Therefore when executing the OMNeT++ scripts opp_makemake -f and make
in the simulation directory, the RNG is compiled together with all the other
simulation components. As exponentially distributed random numbers were
needed, but the offered RNG package does not provide them, a respective
function had to be added to the class RngStream. In the following sections,
this RNG is denoted as RandU01.

4 Simulation Topology

Although there could be many possible topologies and situations where cor-
relations between parallel streams of random numbers could lead to wrong
simulation results, a very simple example was chosen for examinations of bad
effects due to correlations. The intention of this was to highlight that bad
effects already manifest in simple simulation scenarios.

Figure 2 shows the topology which was chosen for the simulations. Job
streams of 5 exponential generators (Expo 1 to Expo 5) are aggregated at
FIFO, a simple First In First Out buffer with a buffer size of 1000 jobs. FIFO

!The term long-range correlations may be slightly misleading since it also appears in the
theory of stochastic processes. In our context it refers to a geometric property of linear
random number generators.
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is connected to Sink, which does nothing else than absorbing the jobs, which
are handed over by the service entity of FIF0. The 5 exponential generators
produce streams of jobs with exponential inter-arrival times and FIFO offers
an exponentially distributed service time for each job. Therefore, the resulting
simulation topology constitutes a M/M/1/1001 queuing system.

FIFO Queue
/ Buffer Size: 1000

Sink

Figure 2: Simulation topology.

For the simulations done, each of the exponential traffic generators Expo
1 to Expo 5 had the same parameter settings. The mean of the exponentially
distributed time between the generation of two successive jobs (inter-arrival
time) was set to 41 ms. Each of the 5 job streams produced by the generators
Expo 1 to Expo 5 can be seen as a Markov Process with an average arrival
rate of A = ﬁ%’ When aggregating Markov Processes, their average arrival
rates may simply be added to get the average arrival rate of the aggregated
Markov Process. Therefore the aggregated Markov Process, which arrives at
the buffer of FIF0, has an average arrival rate of Ay, = 5-A = 8—12%(’5 The
service times of FIF0 for the arriving jobs are exponentlally distributed with
a mean of 8 ms, thus the mean service rate of FIF0 is y = ~L Summing up,
FIFO can be seen as a M/M/1/1001 queuing system with a utlhzatlon factor

of p= = 0.97561.

Referrlng to the theoretical M/M/1 model in [18, 6], the mean number
of jobs in the system N calculates as N = p/(1 — p). Considering a M/M/1
queuing system with a utilization factor of p = 0.97561, the average number of
jobs in such a system would therefore be N = 40.0004 jobs. The distribution
of the number n of jobs in the system is given by the geometric distribution

p(n) = (1-p)p"
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H Seed Set 1 ‘ Seed Set 2 H Seed Set 3 ‘ Seed Set 4 ‘

seed 1 1 934100682 1 1
seed 2 || 1808217256 | 558746720 | 2 634005912
seed 3 || 851767375 | 2081634991 | 3 634005911
seed 4 | 1328964554 | 144443207 | 4 2147483646
seed 5 || 1252999968 | 513791680 | 5 151347773

[ estim. N || 39.66 | 38.78 [ 44.39 | 37.73 |

Table 1: Seed sets used for the OMNeT++ default RNG ran0.

5 Simulation Results

Regarding the simulations, each of the 5 exponential generators used its own
RNG object. Different sets of seeds were used for seeding the 5 RNG objects.
For each simulation, the average number of jobs in the system N was cal-
culated. Furthermore, the CDF of the number of jobs was determined and
plotted for each simulation run. The simulation time was set to 40000 s for
each run, which is 975610 times the average inter-arrival time of 41 ms between
two successive jobs of each generator.

5.1 Results for ran0

For the simulations using the default RNG of OMNeT++ (ran0), the seed
sets from Table 1 were used. The first seed set produces consecutive blocks
of random numbers of length 2 million. The seeds from Seed Set 2 are taken
from the default seeds implemented in the ns-2 network simulator which im-
plements the same RNG as OMNeT++. Both seed sets ('good’ seeds) are
expected to not produce correlated streams. The remaining two seed sets
('bad’ seeds) produce strongly correlated random number streams, see Sect. 2.

The resulting mean values of the number of jobs in the system are given in
Table 1. The values for 'good’ seeds are close to the expected value whereas
the mean values for ’bad’ seeds show stronger deviations from the theoretical
N. Figure 3 shows more detailed information. It compares the theoretical
vs. empirical CDFs for the simulations with ’good’ seeds and ’bad’ seeds.
As can be seen easily, the CDF's using ’good’ seeds almost exactly match the
expected theoretical CDF. On the other hand, the resulting CDF's using 'bad’
seeds show significant deviations.

We carried out several simulations with increasing simulation time. All
results showed the same behavior as in Figure 3. The strong influence of the
correlations within the streams for the 'bad’ seeds can also be seen in Sect. 6.
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Figure 3: Comparison of the theoretical vs. empirical CDFs for the simulations
with ’good’ seeds (upper graphics) and ’bad’ seeds.
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Figure 4: Comparison of the theoretical vs. empirical CDFs for four sim-
ulations using RandU01 with automatic initial seeding (upper graphics), and
behavior of the mean values for simulations with increasing simulation time.
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5.2 Results for RandU01

The seeding procedure for RandU01 is well defined. The first RandU01 object,
which is used, has to be initialized using an integer vector of length 6 as
seed. The initial states of all following RandU01 RNG objects are generated
automatically.

Ten simulations with equal simulation time ¢t = 40000 s were carried out
average of the mean values of these simulations equals 40.1529 with a standard
deviation of 0.4863 which results in a 99% confidence interval [39.6531,40.6527]
for N.

The upper graphics in Figure 4 shows the empirical CDFs of our first four
simulations. The obtained CDFs match the theoretic CDF very well (same
for the remaining 6 simulations). In addition we carried out simulation with
increasing simulation time #; = 2° 5,10 < i < 20. The lower graphics in Figure
4 shows the behavior of the mean values for the jobs in the system.

Note, that it is highly recommended to apply the described automatic
seeding procedure of RandU01. If all used RNG objects are initialized by
the user, and if the user chooses bad seed vectors for initializing the RNG
objects, the simulation may yield poor simulation results. As an example, we
of our five streams. The parallel random number streams obtained applying
these special seeds are highly correlated, similar as Seed Set 3 for ran0. The
verification for this may be done in a similar way as for ranOin Section 2. The
simulation results we got from the bad seeding are even worse as those for
ranO using Seed Set 3.

6 Tests for the Selection of Parallel Generators

Empirical (“black-box”) testing of a random number generator usually com-
plements the preliminary theoretical analysis of its structural properties. The
goal is to find evidence against the presumed hypothesis Hy, that the random
numbers are sampled from a sequence of independent random variables dis-
tributed uniformly on the unit interval [0, 1). If no such evidence is found, the
numbers are said to pass the test.

Applying batteries of statistical tests should help in pointing out appli-
cations which may suffer from the deterministic origin and the resulting reg-
ularities of the random numbers. For this reason, testing with respect to
applications of a generator in parallel stochastic simulation will (in addition
to an assessment of the quality of each single stream of random numbers)
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stress the quality (i.e., uniformity) of the common empirical distribution of
vectors constructed from the ¢’th number in each stream.

As has been pointed out above, the situation faced by a user of simulation
software is that she/he cannot be sure that the standard generator provided by
the package is a modern type of generator that provides for high speed, good
empirical quality and stability with respect to generation of parallel streams.
In fact, such generators are still rare on the market. We refer the reader to
the groups of L’Ecuyer [12] and Matsumoto [19] for public available generators
with excellent properties.

If the quality of the generator is questionable however, we advise empirical
testing. Here, we aim at doing prototype-simulation with known results and
use the (computable) error as an indicator for the quality of the generator.

The following sections review a selection of appropriate test statistics and
test designs. We also address the question of how to interpret the results and
report on a sample study with respect to the queuing simulation above.

6.1 Empirical Tests

Among the test batteries available for public download, three prominent candi-
dates are the Diehard Battery (http://stat.fsu.edu/"geo/diehard.html),
the NIST Battery (http://csrc.nist.gov/rng/) and the forthcoming pack-
age of L’Ecuyer et. al. (http://www.iro.umontreal.ca/"lecuyer/). How-
ever, the test statistics and the parameter setting procedures available in these
test suites are numerous and the correlation among the tests is not well ex-
amined. Moreover, certain tests in these batteries can be shown to be almost
identical to each other (e.g. the serial test and the Approximate Entropy test in
the NIST battery, see [20]) and besides wasting computing power, the parallel
evaluation of these tests leads to statistical problems when trying to combine
the significance-values obtained.

In our empirical studies [21, 13, 22, 23] we concentrated on one type of
test instead, namely the family of overlapping serial tests. For these tests, the
sample space (usually the d-dimensional unit cube [0,1)?) is partitioned into
a set C of classes and the number of samples in each such class is evaluated
for a given total sample size n. Typically, partitioning is done by cutting
out some ¢ most significant bits of each pseudorandom number. Comparing
the expected number of hits with the actual number of hits by means of a
divergence statistic [24] gives an indicator for the divergence of the empirical
distribution and the theoretical one presumed by the Null Hypothesis Hy.

One limitation of the standard overlapping serial test is the computer mem-
ory needed to store the array of counters for the number of samples in each
class (2¢? integer counters are needed for the standard setup, e.g.) limiting
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the practical use to low dimensions (around 7). Several concepts to extend the
range of applicability have been proposed including sparse tests [25] and gam-
bling tests [22, 23]. Here we employ the latter concept which is build on a map-
ping from d-dimensional bit-vectors to 3 distinct states (“win”,“loss”,“skip”,
motivated by a gambling strategy) as follows: Choosing d even and ¢t = d/2,
we count the number of ones in the first d — 1 coordinates of the vector. If this
number is smaller than ¢, the vector is mapped to state “skip”. Otherwise, the
last bit in the vector determines the state (“win” if the bit is 1, “loss”, other-
wise). The number of vectors mapped to each of the 3 states is counted in the
sample. A modified divergence statistic, is applied to the resulting 3 dimen-
sional counter vector and gives an indicator for the quality of approximation
of the theoretical distribution by the samples from the generator.

6.2 Test Design

Since our aim here is to search for possible correlations among pseudorandom
numbers in 5 different parallel streams, we first construct a stream (y;);>1
of real numbers from the 5 parallel streams under consideration by putting
Ys(j—1)+r = 25, (1 <7 <5), j > 1 where 27 is the j’th pseudorandom number
in the r’th stream.

For the Load Test, we cut out the ¢ = 4 most significant bits in the binary
representation of each y; and concatenate d = 5 successive such 4 bit-blocks to
a 4-d-bit vector z; = (2},22,...,z+%), where the first four bits (z},22,...,2})
are those of y;, the next four bits (27,29,...,2%) are those of y;11, and so on.
Note the overlapping 5-tuples of successive y; used here. For a sample size n,
the Load Test thus uses at most |n/5] + 1 pseudorandom numbers from each
stream, see [13] for details.

For the Gambling Test, we cut out the ¢ = 8 most significant bits in
the binary representation of each y; and concatenate them to a single stream
(zj)j>1 of bits. Consequently, z; is a bit among the 8 most significant bits in
Y|(j-1)/8]+1> J = 1. From this bit stream we construct overlapping successive
bit vectors of length d, d € {32,64,128,256}, and submit them to the Gam-
bling Test. The Gambling Test thus uses at most |[n/(8-5)| 4+ 1 pseudorandom
numbers from each stream.

The tests (Load Test and Gambling Test) both result in a single real num-
ber T', the value of the divergence statistic between the expected theoretical
and the empirical number of hits in each class/state. The distribution of this
outcome 7' is known under the Null-Hypothesis: T is distributed chi-square
with ¢ degrees of freedom, where g = 16% — 164! for the Load Test and g = 2
for the Gambling Test.

The whole test is now repeated N times (N = 32 for the Load Test and
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N = 16 for the Gambling Test) based on N consecutive samples of pseudo-
random numbers. The resulting values T1,...,Tny give a good summary on
the performance of the generator: Under Hy, these values should behave like
a sample from a chi-square distribution. This will be assessed using a second
level test, namely, a two-sided Kolmogorov-Smirnov statistic giving a single
goodness-of-fit value.

6.3 Interpretation of Results

Since most generators under consideration for parallel stochastic simulation
will be deterministic (i.e., computer programs simulating randomness), every
reasonable statistical test for the ”true” random origin of such numbers will
reject the generator provided the sample size n is chosen large enough (where
the sample size needed will also depend on the dimension d).

With this general result in mind we should interpret results of an empirical
assessment procedure as follows: given a test setup which resembles (to some
extent) the application scenario (in our case, using parallel streams of random
numbers) and sample sizes n used in the stochastic simulation, a rejection
by a statistical test indicates that the ability to pretend randomness of the
generator is likely to be not sufficient for yielding unbiased simulation results.
We do not recommend using such generators.

On the other hand, one can never certify the goodness of a generator using
statistical tests. In view of the numerous types of correlations that might be
present in the output of a generator we recommend to use a large number
of sample sizes n and dimensions d and to try to get the generator to its
limits in order to get an impression of its suitability for a given simulation
problem. Critical simulations should always be verified using a different type
of generator, of course.

6.4 Sample Study

We applied the Load Test with sample sizes n € {28,219 ... 22} and dimen-
sion d = 5 and the Gambling Test with sample sizes n € {222,223 ... 226}
and dimensions d € {32, 64,128,256} to the generators given in Table 2.

The results of the Load tests are shown in Figure 5. The bars denote the
value of the Kolmogorov-Smirnov (KS) statistic. For 32 repetitions of the
Load Test, a one-sided 99% confidence interval for KS is given by [0, 1.59),
see e.g. [26]. Bars with higher values are colored almost black and indicate
a rejection of the generator for the given sample size and confidence. For
smaller values of KS, the bars follow a gray level coding ranging from white
(corresponding to a KS value of zero) to light gray (corresponding to a KS
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RNG  Seeds

G1 ranO with ’good’ Seed Set 1 from Table 1

G2 ranOwith ’good’ Seed Set 2

B1 ranO with ’bad’ Seed Set 3

B2 ran0 with ’bad’ Seed Set 4

U01.1 RandU01 with default seeds

U012 RandUO1 with the same seeds as described in Section 5.2

Table 2: Short names of the generators in the empirical tests.

value of 1.59). The number of pseudorandom numbers taken from each stream
are approximately 1677722 (for n = 2!8) and 107374183 (for n = 224). For
some of the generators under examination this will result in reusing portions of
the pseudorandom numbers if n > 222 a fact which has to taken into account
when interpreting the results.

The results show that U01_1 and U01_2 show inconspicuous behavior for
all sample sizes, the well-seeded small linear congruential generators G1 and
G2 are working well until reusing of pseudorandom numbers starts. Badly
seeded generators Bl and B2 completely fail the test (Note, that the values
have been truncated at 2 in the plot).

Figure 5: Values of the two-sided Kolmogorov-Smirnov statistic of the Load
Test in dimension 5. The y-axis denotes the dual logarithm of the sample size
n.
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Table 3 gives the numerical values of the KS statistic for the N = 16 repe-
titions of the Gambling Tests in dimensions d = 32, 64,128, 256 for sample size
n = 222, Table 4 shows the corresponding results for n = 226. The correspond-
ing number of pseudorandom numbers used from each stream are 131072 (for
n = 2%2) and 2097152 (for n = 2%6), so that almost no pseudorandom number
is used more than once in the test.

The largest possible value 4 of the KS statistic with N = 16 is (almost ever)
assumed by the generators B1 and B2 even for the relatively small sample size
n = 222 indicating that these generators completely fail to give the desired
number (8) of bits in 5 parallel streams. The other generators generally behave
well, yielding KS values in the 99% confidence interval [0,1.57) of the KS
statistic with N = 16 repetitions.

Table 3: KS values of the Gambling Test with dimension d, N = 16 and

n = 222,

Generator | d=32 | d=64 | d =128 | d = 256
G1 | 1.320 | 0.851 | 0.448 0.888
G2 | 0.910 | 0.768 | 0.669 0.916
B1 | 4.000 | 4.000 | 4.000 4.000
B2 | 4.000 | 4.000 | 4.000 4.000
U01_1 | 0.887 | 0.925 1.010 0.669
U012 | 0.902 | 1.300 | 0.515 0.976

Generator | d=32 | d=64 | d =128 | d = 256
G1]0.390 | 0.867 | 0.567 1.550
G2 | 0.926 | 0.679 | 0.945 1.100
B1 | 4.000 | 4.000 | 4.000 4.000
B2 | 4.000 | 4.000 | 4.000 4.000
U01_.1 | 1.190 1.430 1.000 0.446
U012 | 0.837 | 0.911 | 0.927 0.680

Table 4: KS values of the Gambling Test with dimension d, N = 16 and
n = 2%,

It can be seen that there is a clear consistency between the performance of
a generator in the Load- and Gambling Tests and the performance of the same
generator in our simple simulation study. In general, this consistency heavily
depends on the similarity of the test design and the application scenario.

The Load Test from the family of overlapping serial tests has the advantage
of being able to detect any deviation from Hy provided that dimension d and
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sample size n are chosen high enough. Since every deterministic generator will
fail in dimensions d higher than some critical dimension d..;; because of the
regularities induced by the deterministic origin of the numbers, our main goal
in empirical testing should be to choose d in a range that is relevant for the
desired application. If such a d is too high to be implemented using the Load
Test Design, one is left to using tests that distribute their discriminative power
among more dimensions at the cost the generality (i.e., the ability to detect
any possible correlations). An example is the family of Gambling Tests which
have been constructed with the typical limitations of deterministic generators
in mind and have proven powerful even for generators with large moduli [23].

7 Conclusions

Todays rapid development of new protocols and mechanisms in the world of
networking makes it essential to study their interactions and effects by the
means of simulation before implementing them in the real world. Simulation
tools can be of great help for a better understanding and for testing those
mechanisms in a variety of different possible environments. Of course simu-
lation tools are only helpful if one can trust their outputs. In this paper we
used the widely deployed simulation tool OMNeT++ to examine bad effects
of correlations of parallel streams of random numbers on simulation outputs.

Our simulations have shown that the outputs of certain simulation sce-
narios may be wrong, if the default built-in RNG of OMNeT++ (ran0) is
used in combination with carelessly selected initial seeds for parallel streams
of random numbers. Further examinations, which were not presented within
the scope of this paper, showed that in fact it is rather hard to find sets of
seeds for the parallel streams which produce expected simulation results.

The integration of a modern RNG (RandU01) significantly improved the
simulation outputs of our simulation scenario. When correctly using this RNG,
i.e. when using the recommended automatic seeding procedure, the simulation
outputs match the expected output very close, independent from the initial
seed vector used for the first RNG objects.

Empirical testing was shown to clearly forecast the performance of a gen-
erator in the simulation study provided the dimension of the test is similar
to that of the simulation problem. Besides the well-known overlapping serial
tests which are limited in their practical use because of the curse of dimension-
ality, a dimension reduction technique called Gambling Tests can be employed
if the simulation problem is supposed to be high dimensional.
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